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ABSTRACT

In this paper, we presents for the first time an implementation using T-table for PIPO-64/128, 256 which are lightweight
block ciphers. While our proposed implementation requires 16 T-tables, we show that the two types of T-tables are circulant
and obtain variants implementations that require a smaller number of T-tables. We then discuss trade-off between the number
of required T-tables (code size) and throughput by evaluating the throughput of the variant implementations on an Intel Core
i7-9700K processor. The throughput-optimized versions for PIPO-64/128, 256 provide better throughput than TLU
(Table-Look-Up) reference implementation by factors of 3.11 and 2.76, respectively, and bit-slice reference implementation by
factors of 3.11 and 2.76, respectively.
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Table 1. Notation

S(e) PIPO 8-bit S-box
S =slslslslislslsls,

S () Application of 8-Shoxes in
parallel

R(+) PIPO R-Layer

C(s) Convert operation

R'(-) C o R o C(e: composition)

K AddRoundKey including round
constant

K’ C(K), Converted AddRoundKey

RK, i-th Round key

reon; t-th Round constant

ROL(X,b) ROL(X,b)=

1) https://github.com/PIPO-Blockcipher/PIPO-Block
cipher

X<bl | (X>(64—0)),
Rotation operation within 64-bit

i-th T-table required for R’ o &'

T.[o
il (i=0,1,..,7)
cle] i-th T-table required for C
! (i=0,1, ..,7)
T, A set of T-tables T, (i=0, 1, ..,7)
C, A set of T-tables C; (i=0, 1, ...,7)
_— The Number n of used T-tables T,
e and C; respectively (0 <n < 8)
2.2 PIPO

PIPO= 4% &5 132 Fig. 13} 22 725
7HAe F703ke] Hele Fig. 29 Rl 64-bit 2
T E5S 128, 256-bit =7]¢] 71E AHE-

A A4 13, 17Re=s s3ste] 64-bit =719

PIPO9 3 2=+ u|4dd <4kl S-Layer,
A3 dAkel R-Layer(R)¢} 2h= 7],
= XOR3H+= AddRoundKey(K)=Z FAS ).

(o3 o
= A

n Rounds

Round 1 Round n

KR C C K|... C C K
Fig. 1. Overall structure of PIPO
64-bit
|
I
vo T T ] - BT [ [ ] -
63 62 61 60 59 58 57 56 @ 7 6 5 4 3 2 1 0
7~0 X[0]
15-8 X[1]
23~16 X[2]
31~24 X[3]
39-32 X[4]
47~40 X[5]
55~48 X[6]
63~56 X[7]

Fig. 2. Representation of 64-bit intermediate
state
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39-32 X[4] 39-32 I X[4]

]
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23~16
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55~48 X6, 55~48
63~56 X[7 63~56

Fig. 3. Convert operation (C)

7-0 X[0] 7-0 - X[0]
15-8 X[1] <«<<7 15-8 X[1)
23-16 X2 <<<4 23-16 X2
31-24 X[3] <<<3 3124 X[3]
3932 X[4] <<<6 39-32 X[41
47-40 X[5] <<<§ 4740 | X[5]
55-48 X[6] <<<1 55-48 X[6]
6356 X[7] <<<2 6356 X[7)

Fig. 4. R-Layer operation (R)
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7-0 X[
15-8 X[1
23~16 X[2 23~16 X[2

1 1
] 1
1 1
31-24 X[3] 31-24 X[3]
39-32 X[4] 39-32 X[4]
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] ]
1 1

D

o

7-0 X[0]

47-40 XI5 47-40] | XI5
55-48 X[6

63~56 X7
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Fig. 7. 64-bit output after R on an 8-bit input
X(0)

T,:R/(S(vX[t])), (0 < X[t] < 255) € C(vX[t]), (0 < X[¢] < 255)

Ty R (S(VX[0]) TR (S([L]) Cy: C(¥X[0]) Cy: C(VX[1])

TR (S(VX2D) Ty:R(S(VX[3]) C,: 0(¥X[2]) C5:C(¥X[3)

TR (S(VX[4)) Ts:R (S(VX[5]) Cy: C(¥X[4]) C5: C(¥X[5])

TR (S(VX[6]) TR (S(VX[7]) Ce: C(¥X[6]) C7: C(vX[7))

Fig. 8. Generating T-tables T, and C,
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Fig. 84 T, T, A4 e 2ko] 2 4= glrh.
Ty : C(R(C(S'(X[0D))) 4]
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Fig. 9. Example of a bit permutation (A)

Fig. 10. Example of a byte permutation (B)
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)
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Table 2. Throughput, code size, and throughput-to-code size ratio of PIPO according to the number of

T-tables T, and C,

(0C : Omit the Convert operation before and after the PIPO Round function)

Throughput Code Size Throughput/Code Size
(Gbps) (KB) (Kbps/KB)

0C | 1C | 2C [4C |8C |OC |1C |2C |4C |8C |OC |1C |2C |4C |8C

1T | 122 | 111 | 110 | 1.11 | 1.09 | 27.14 | 30.21 | 32.26 | 35.84 | 44.03 | 44.80 | 36.64 | 34.22 | 30.85 | 24.66

2T | 1.24 | 1.13 | 1.13 | 1.13 | 1.14 | 29.18 | 31.74 | 33.79 | 37.89 | 46.08 | 42.40 | 3559 | 33.58 | 29.70 | 24.64

128 4T | 145 | 131 | 1.32 | 1.32 | 1.33 | 32.26 | 35.33 | 37.38 | 41.47 | 49.15 | 45.04 | 37.12 | 35.20 | 31.77 | 27.01

8T | 280 | 233 | 233 | 2.38 | 2.37 | 41.47 | 4454 | 46,59 | 50.69 | 58.37 | 67.46 | 52.39 | 49.95 | 46.94 | 40.57

1T | 093 | 087 | 087 | 0.87 | 0.87 | 28.67 | 31.74 | 33.79 | 37.89 | 46.08 | 32.56 | 27.51 | 25.88 | 22.97 | 18.98

2T | 095 | 089 | 0.89 | 0.89 | 0.89 | 30.72 | 33.79 | 35.84 | 39.94 | 47.62 | 30.96 | 26.25 | 24.79 | 22.24 | 18.73

256 4T | 113 | 1.03 | 1.04 | 1.04 | 1.04 | 3379 | 36.86 | 38.91 | 43.01 | 50.69 | 33.33 | 27.94 | 26.77 | 24.10 | 20.60

8T | 1.67 | 148 | 1.49 | 1.48 | 1.49 | 39.42 | 43.01 | 45.06 | 48.64 | 56.83 | 42.47 | 34.31 | 33.17 | 30.51 | 26.19

Best Case

2 AHoME T-table 5= 3l W& PIPO-64/128, 256-bitd  w BT (8T, 1C)d w =
25601 tigk #3} 7-le] Lo} = F7]o) g A& 52.39Kbps/KB, 34.31Kbps/KBZ 7F4 & &

IAE A8 T, C, 8 78 2 nT, nCel 33
& uf 1T, 2T, 4T, 8T<} 1C, 2C, 4C, 8C Z2lx C

5 3 ¥ A50C) S 38l &= 2= 27]
2 Fela 2o =27] @ EE BAg)
Table 2& H¥ 0C A$E Aty S5+

717b 128-bitdl 7% (8T, 4CJeIA 2.38Cbps,

256-bit= (8T, 8CJoIM 1.49Gbps® 7H¢ &2
£E% a, == 270 717} 128, 256-bitel
o =% (1T, 1C)% o 77+ 30.21KB, 31.74KB
Z2 7 AL IE 975 JRE AS o 4 94l
o &E/FE 27 RReAE b 128

Table 3. Comparison of the number of ROL
operations according to the number of T-tables
T, and C,

1C 2C 4C 8C
1T 105 103 99 91
2T 92 90 86 78
128
4T 66 64 60 52
8T 14 12 8 0
1T 133 131 127 119
2T 116 114 110 102
256
4T 82 80 76 68
8T 14 12 8 0

7HltkE As o 5 sl

Table 34 nT,nC2 ne] AA
A]- = 7(—10-];(]5/_ no] zl—o].zel.’;:i
gobdlthe s g
nT7k ROL 4t 9] §%
& 4 qlgieh

$2 ROL 4

4.2

I

T Hw
41414 PIPO-64/12814= (8T,
PIPO-64/256°14+= (8T,8C)d o 714 3

EE Zetes s ¢ 5 ddd M

Table 4. Throughput evaluation

Implementation Gbps
T-table (8T, 4C) 2.38 | Ours
PIPO- | Reference TLU 0.21
64/128 | Reference Bit Slice o2 |
MultiBlock Bit Slice 3.82
AES-128 (T-table) 2.76
T-table (8T, 8C) 1.49 Ours
PIPO- | Reference TLU 0.16
64/256 | Reference Bit Slice 0.54 et
MultiBlock Bit Slice 3.02
AES-256 (T-table) 2.07
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Appendix

Algorithm 1. T-table PIPO Enc - Using 8T, 1C

1. /) T=table © Ty, Ty ... 5Ty, Cy

2. // Input : pt, Output : ct

3. // Whitening

4, K (pt, RK, rcon, )

5. // Convert

6. pt=Cylptl0]] ®BROL(Cylptl1], 1) ® ... ®ROL(C,lpt(7]l, 7)
7. for ¢ from 1 to n do

8. //'S-R’ Layer T-table Look Up

9. pt="TptlOll & T,pt]l & ... & T[pt[7]]

10. // XOR Convert( RK;), Convert(rcon;)

11. K’ (pt, RK; rcon, )

12. // Convert

13, pt=Cyptl]] ®BROL(C,lpt[1]],1) & ... ®ROL(Cylpt[7]],7)
4 ct=pt

15 return ct

Algorithm 2. T-table PIPO Enc - Using 1T, 1C

1. // T-table © Ty, C,

2. // Input : pt, Output : ct

3. // Whitening

4, K (pt, RK, rcon, )

5. // Convert

6. pt=Cylptl]l ®ROL(Cylpt[1], 1) ® ... ®ROL(C,lpt(7]], 7)
7. for ¢ from 1 to n do

8. //'S-R’ Layer T-table Look Up

9. pt=Typtl0]] ® ROL(Ty[pt[1],8 x1) & ... ®ROL (T, lpt[7]l,8 < 7)
10. // XOR Convert( RK;), Convert(rcon,)

11. K’ (pt, RK; rcon, )

12. // Convert

13, pt=C,lptl0]] ®ROL(Cypt[1]],1) & ... ®BROL(C,lptl7]], 7)
4 ct=pt

15 return ct
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